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Since Russia’s invasion of Ukraine on 24 February 2022, Europe has witnessed a sharp increase in suspected
Russian sabotage attempts (Richterova et al. 2024a). These destructive attacks, primarily leveraged against NATO
member states, reveal important parallels between the Kremlin’s current campaign and Soviet-era sabotage
doctrine. This essay will argue that state-led sabotage in the Putin era mirrors the Cold War doctrine of active
measures in its reliance on the principle of escalation and choice of operational targets. However, a departure from
traditional doctrine can be observed in the Russian security agencies’ harnessing of information and communication
technologies (ICTs) and the emergence of new avenues for exploiting Western vulnerabilities.

To make this argument, the essay will begin by looking at the continuities between Cold War and Putin-era sabotage
doctrine. It will first connect the Soviet policy of active measures to the hybrid war campaign being waged against
Ukraine and its allies, evaluating the extent to which Russian sabotage relies on escalatory behaviour to achieve
strategic objectives. It will then consider how the Kremlin selects targets that will generate panic and sow discord
within Western societies. The second part of the essay will turn to new elements of Russian sabotage, starting with
the use of ICTs, which has led to an increase in the scale of operations paired with an observable decline in
operational tradecraft. A further development is that, although recent discoveries reveal that Soviet sabotage doctrine
deliberately targeted foreign critical infrastructure (Richterova 2024), this practice has reached new heights in recent
years, namely through sabotage around undersea cable infrastructure and cyberattacks.

Although there is no agreed upon definition for this term, doctrine is understood to describe the set of institutionalised
principles that inform a military’s decisions on how best to carry out operations (Posen 2016, 159). The UK National
Security Act (2023) defines sabotage as “activity conducted for, on behalf of, or for the benefit of a foreign power,
resulting in damage to property, sites and data affecting the UK’s interests, and national security” (NPSA 2024).
Sabotage is a form of active measures, a Soviet term for the array of overt and covert tactics employed by the
Russian security services to achieve their strategic objectives (Shultz 1984, 2). In light of the wave of sabotage
plaguing the West, there is a critical need to contextualise Russia’s current actions within the legacy of Soviet
doctrine and the ongoing War in Ukraine. To counter Moscow’s sabotage efforts, Western governments must first
understand the evolution of this practice and the intentions driving it.

Continuities in Sabotage Doctrine

Recent findings from the Czech Security Service’s archives shed considerable light on the Soviets’ sabotage
enterprise. Eastern Bloc states were encouraged to focus their efforts on states where the instruments of Western
power were concentrated, such as the NATO headquarters in Belgium, or France and Germany, which were seen as
pivotal players in the event of a Western-led war (Richterova 2024). By targeting key players in this manner, the
Soviets hoped to strike at their adversaries while avoiding attribution and even detection (Bilal 2024). Moscow sought
new and innovative ways to keep its intentions and capabilities concealed. Sabotage was thus produced as an
inexpensive and relatively nonviolent approach to achieve national interests (Gioe, Lovering and Pachesny 2020,
518). Plans were laid out to strike targets that were important enough to undermine opponents’ military capabilities
and political resolve without triggering outright war. For example, military sites and communication lines featured
prominently on the list of Soviet targets outlined in Czech archival records, and attacks were designed to resemble
accidental disruptions in order to complicate attribution (Richterova et al. 2024a). Moscow’s sabotage efforts
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therefore fulfilled a perceived need to weaken Western unity by orchestrating attacks that it could plausibly deny and
which would be unlikely to elicit serious retaliatory action.

Thus far, contemporary sabotage efforts appear to follow the same rationale. Operations are kept under the NATO
threshold for collective-defence outlined in Article V and appear accidental and uncoordinated (Gramer and
MacKinnon 2024). While it is impossible to establish the exact scope of these operations, an unprecedented number
of incidents have been publicly ascribed to Russia by Western governments (Richterova et al. 2024b). Although
Moscow has kept its attacks subthreshold, in line with Cold War schematics, their volume and intensity have
generated significant disruptions. In 2024, Poland suffered a series of arsonous fires, one of which destroyed a
shopping centre and required 200 firefighters to respond (US Army 2024). Booby-trapped parcels designed to ignite
on command are believed to have caused fires at DHL logistics centres in Germany and the UK (Apps 2024). Other
incidents have been reported in a variety of warehouses and weapons manufacturing facilities across Europe, the
UK, and even the US (O’Carroll 2024; Kirby and Gardner 2024). The exceptional scale of suspected sabotage since
2022 raises serious concerns about the risk of escalation should tensions between Moscow and the West increase.

The escalatory character of Russian sabotage efforts is particularly evident in the intensification of attacks in tandem
with major military operations. In the lead-up to the 2008 invasion, Georgian counterintelligence apprehended a GRU
colonel who had established a secretive unit in South Ossetia consisting of 120 agent-saboteurs; a similar plot was
uncovered in Ukraine in 2021 (Cormac 2022, 145). These operations appear to have been set in place to support the
deployment of military forces. While Western services cannot know what impact the sabotage units had or how many
of them may have been in operation, their existence reveals the magnitude of Russian escalation. Similarly,
Moscow’s annexation of Crimea in 2014 was swiftly followed by explosions in a Czech ammunition depot containing
military supplies for Ukraine and in a warehouse in Vrbetice, resulting in two fatalities (Richterova et al. 2024b).
These examples illustrate the strategic deployment of sabotage alongside more traditional instruments of military
power, presumably with the intent of weakening adversaries’ war efforts by forcing them to fight on multiple different
fronts. Some experts warn that GRU-sponsored disruptions in Europe are symptomatic of a broader hybrid campaign
aimed at undermining support for Ukraine (Richardson 2024; Bilal 2024). The hybrid war concept contends that
Russia is attempting to reduce the power differential with NATO by combining military and non-military tactics to
overwhelm Western governments (Bilal 2024). The deliberate targeting of sites of military-industrial importance
supports this hypothesis, as does the inclusion of sabotage units in ground invasion plans.

A major precipitant of escalation during the Cold War and, it seems, in the current geopolitical context, is the
Kremlin’s conviction that its sphere of influence is under threat. Sabotage was one of the tools historically used to
“neutralise the Westernisation of the surrounding countries,” and the maintenance of a buffer zone around Russia’s
borders was considered of vital national interest (Darczewska 2017, 10). This thinking has trickled down from Soviet
doctrine. It provided the rationale behind Putin’s decision to invade Ukraine in 2022, which the Kremlin has framed as
a response to Western encroachment (Dickinson 2022). Even diplomatic responses to Russian aggression may add
fuel to the fire. To illustrate, the most recent upsurge in sabotage activity is partly believed to have been retaliation for
the expulsion of some 750 undercover Russian operatives from Europe following the Ukraine invasion (Richardson
2024). The scale and intensity of attacks therefore reflect Moscow’s appraisal of the political landscape. Sabotage
aimed at countering Western influence in the Russian Federation’s borderlands is carefully calibrated according to
the level of escalation Moscow seeks to achieve. This also means that increased support for Ukraine will likely be
met with more destructive and deliberate attacks.

The second major continuity between Cold War and Putin-era doctrine is the targeting of structures and individuals
deemed of posing a threat to Russian foreign policy objectives. Soviet operational targets included items of key
industrial importance such as water reservoirs, chemical plants, and storage facilities (Richterova 2024). Although
there is no confirmation of such attacks being carried out in the past, evidence of GRU involvement in physical
“incidents” against Western critical infrastructure is present and growing. In June 2024, break-ins at water treatment
facilities in Finland aligning with Russian sabotage tactics were flagged by authorities (Recorded Future 2024).
These now appear to have spread to Sweden, where residents in the district of Bollnas were instructed to boil
drinking water as a safety measure after a break-in on October 13th (Apps 2024). Similar precautions were taken
following the contamination of the water supply on a military base just outside Cologne in August 2024; a
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spokesperson for the German defence ministry warned of a “serious indication” of Russian sabotage (Connolly
2024). Low-level operations of this kind generate fear and mistrust and mimic the escalatory doctrine outlined in
Czech records, which Moscow exported to Soviet Bloc countries.

Targets are also frequently selected for their potential to sow discord and exploit fissures within Western societies. In
the 1960’s, a smear campaign against West Germany conducted by the KGB’s 13th Department involved painting
swastikas in public spaces and setting synagogues on fire (CIA 1964, 6). Sixty years later, in a near mirror parallel,
graffitied red hands appeared on the Holocaust Memorial in Paris and blue Stars of David were stencilled on French
buildings (Chrisafis 2024). These incidents, paired with the discovery of three coffins bearing the words “French
soldiers of Ukraine” under the Eiffel Tower in June 2024, are being investigated as part of a Russian destabilisation
operation (Reynaud, Leloup and Albertini 2024). The most recent of these acts of strategic vandalism coincides with
French President Emmanuel Macron’s pledge to provide Ukraine with Mirage fighter jets (Le Monde with AP 2024).
Sabotage operations are therefore ramping up in accordance with the escalation of tensions and their aim, much as it
was during the Cold War, is to strike targets in a manner that aggravates societal rifts and ultimately weakens
support for Ukraine.

Divergences in Sabotage Doctrine

The previous section established escalatory measures and target selection as the principal continuities in sabotage
doctrine. The essay will now turn to divergences from Cold war-era doctrine. The first relates to the Russian security
services’ reliance on ICTs, particularly Internet platforms. This transformation is most visible in recruitment practices:
instead of hiring highly capable “agent-saboteurs” to carry out operations, Russian agencies have shifted to an ad-
hoc, ‘gig economy’ model “powered by and through ICT interfaces” (Richterova et al. 2024b, 15). Recruiters now rely
on social media and encrypted messaging platforms to access a much wider pool of would-be saboteurs, thereby
reducing operational costs (Richterova et al. 2024a). This differs sharply from Cold War-era recruitment of agents-of-
influence, which usually required multiple years (Shultz 1984, 167). The shift to a gig-economy approach is further
supported by the OCCRP-led “lvanov” reporting project, in which journalists investigated a Telegram account called
“Privet Bot” and found that the account, which had been linked to the recruitment of Europeans with pro-Russian
views, used a pre-programmed menu to suggest targets and inquire after potential agents’ military experience,
motivations, and willingness to carry out an attack (Huppertz et al. 2024). The emergence of new communications
technologies has precipitated a transformation in sabotage doctrine by streamlining recruitment efforts and reducing
their costs. Furthermore, it has led to a significant increase in the scale of operations, as evidenced by the wave of
arsons, strategic vandalism, and other forms of sabotage reported by governments since 2022.

The Russian security agencies’ increasing reliance on ICTs has been accompanied by a discernible downturn in
operational tradecraft. Riehle (2024, 871) contends that the surge in clandestine actions attributed to Russia in
recent years is partly due to GRU incompetence: in the case of the Internet Research Agency’s disinformation
campaign during the 2016 US election, Facebook ads were paid for in rubles and contained flagrant grammatical
errors. Although harnessing ICTs has enabled Moscow to effectuate operations on an unprecedented scale, attacks
are often poorly executed and increasingly being traced back to Russian intelligence. Much of today’s sabotage is
automated and conducted via trolls and bots; the same could not be said for the Soviet enterprise, which employed
controlled sources, appropriate cover, and meticulous deployment tactics (Gioe, Lovering, and Pachesny 2020, 533).
Although rising attribution can partly be blamed on poor tradecraft, it is also an indicator of Russian indifference to
public opinion regarding its actions (Riehle 2024, 864). The decline of plausible deniability within sabotage doctrine
reflects Moscow’s increasingly belligerent attitude towards the West.

The second major development in contemporary sabotage doctrine relates to the emergence of new tactics to
damage critical infrastructure. Rising levels of global interconnectedness have exacerbated Western vulnerability to
undersea cable disruptions and cyberattacks, both of which have been deployed with growing intensity in recent
years. Although there is no evidence of Russia intentionally cutting underwater cables, it has been systematically
mapping infrastructure in the North and Baltic Seas (Schaller 2024, 204). In February 2023, Dutch intelligence
warned that Moscow was undertaking acts of espionage and sabotage against the country’s key maritime facilities,
including cable networks (Hancock and Sheppard 2023; Gupte et al. 2023). This is in itself nothing new: during the
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Cold War, the Soviets employed a number of surveillance vessels and frequently co-opted civilian fishing fleets for
sabotage missions (Schaller 2024, 206). This practice is still in effect, with Russia using commercial ships to conceal
its clandestine activities (Stroobants 2024). However, reliance on undersea cables has only grown in the digital age,
exacerbating Western vulnerability in the event of a sabotage-related loss of connectivity. An interruption in
government communications due to severed cable networks would be especially dangerous in a crisis (Bateman
2024). Taking into consideration the War in Ukraine and threat of Russia-NATO military escalation, sabotage of
undersea cable infrastructure is more likely and poses a greater risk than it did during the Cold War.

Cyberattacks have also emerged as a major new avenue for sabotage. The 2007 Russia-backed DDoS attack on
Estonia lasted 22 days and resulted in a loss of service for many government servers (Devanny, Goldoni, and
Medeiros 2022, 38). In 2016, Russian hackers targeted Ukrainian electrical grids, causing a major power outage in
Kyiv (Riehle 2024, 870). Soon after the 2022 invasion, a massive cyberattack launched by Moscow disabled over
sixty Ukrainian government websites, and a similar operation in late 2023 left twenty-four million Ukrainians without
access to internet or phone services (Cwalina 2024). These operations reveal the profound implications that cyber-
sabotage can have on critical information and energy infrastructure. Loss of power and connectivity, especially
during a military crisis, pose a serious threat to states’ ability to function, making these attacks an attractive option for
Moscow in its hybrid campaign against NATO.

Conclusion

This essay has drawn on an array of suspected and confirmed cases of Russian sabotage in Europe to make the
argument that contemporary sabotage mirrors Cold War era doctrine in two principal regards. The first is the
Kremlin’s ramping up of operations in accordance with the political calculations of the day, illustrated by recently
uncovered Soviet documents and the surge in attacks since the 2022 invasion of Ukraine. The second is a target
selection process aimed at spreading confusion and fear amongst Western populations. However, sabotage doctrine
has also undergone tremendous changes, notably in its increasing reliance on ICTs, which has allowed low-level, low-
cost attacks to proliferate, and in its relentless mapping of critical maritime infrastructure and cyber-enabled
sabotage operations. Although there are many other important similarities and differences between the two eras of
state-led sabotage, these have been deemed most relevant in the context of the War in Ukraine and the
intensification in both scale and magnitude of Moscow’s sabotage enterprise.
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