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Cybersecurity issues have increasingly been singled out as an irritant in the United States(US)-China bilateral
relationship. US-China relations in cyberspace exemplify tensions in the broader bilateral relationship, canvassing
military competition, trade barriers, intelligence activity, and pathways to long-term economic and political
strength.[1] However, cybersecurity is still a nascent foreign policy issue. Much of the existing literature on
cybersecurity in international relations addresses the issue through the lens of policy rather than theory.

This paper is a contribution to bridging the gap between policy and theory. It examines the extent to which offensive
realist theory helps us understand how the US and China are managing their relations on cybersecurity. | argue that
the US is a hegemon in cyberspace, and China a revisionist power. Based on that assessment, | consider the
likelihood of cyberwar, the issue of economic espionage, their respective approaches to Internet governance, and
conclude that offensive realism provides a useful framework for considering security-related issues. However, it
cannot explain the full range of bilateral cyber-related activity, including examples of cooperation and norm-building
in cyberspace. | briefly touch on liberal theories’ ability to explain other elements of the relationship and conclude
that given the breadth of cyber-related issues, an issue-specific or analytically eclectic approach may be the most
fruitful.

The framework for analysis: offensive neorealism

Offensive realism refers to a sub-school of neorealist international relations theory, which developed from Kenneth
Waltz's work on structural realism.[2] The classical realism of thinkers like Hans Morgenthau had focused on human
nature.[3] Waltz shifted realism’s focus to the international system, positing that the anarchic structure of the
international system forces states to pursue power to ensure their survival. Power - measured by the relative
distribution of economic and military capabilities across the system - is a state’s only guarantee of security.
Subsequently, sub-schools of defensive and offensive realism have developed based on Waltz’s work.[4]

This paper focuses on the applicability of John J. Mearsheimer’s offensive realism to US-China cybersecurity
relations.[5] | have chosen offensive realism as the basis for my analysis because the relationship is popularly
characterized as conflictual. Offensive neorealism posits that great powers seek to ensure their security by
maximising their share of world power. Being the dominant power - a hegemon - is the best means to ensure
survival. States therefore are “primed for offense”.[6] Mearsheimer makes five key assumptions about the
international system, which together cause states to formulate aggressive policies.[7] These are: (1) anarchy is the
ordering principle of the international system; (2) great powers possess some military capability; (3) states can never
be certain about other states’ intentions; (4) survival is the primary goal of great powers; and (5) that great powers
are rational actors.[8] | will treat these assumptions as given for the purposes of my analysis.

Combined, these factors result in three patterns of behaviour: fear, self-help, and power maximisation.[9] Unable to
trust other states, and aware that they operate in a self-help system, states view becoming the most powerful states
in the system as the best way to ensure survival.[10] States look to maximise their power and alter the balance of
power using a variety of tools - even if doing so makes other states suspicious or hostile.[11] Capability is what
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matters, given the intentions of other states are uncertain. States will lie, cheat and use force if it can help them gain
an advantage.[12] All great powers will have revisionist tendencies until they achieve hegemony, resulting in
constant security competition.[13] Finally, in Mearsheimer’s view, multipolar systems are more likely to result in
conflict than bipolar systems, and multipolar systems with an emerging hegemon are the most dangerous
(“unbalanced multipolarity”).[14]

What is the current balance of power in cyberspace?

In order to understand whether there is a security competition in cyberspace, it is necessary to assess the current
balance of power. Because | am considering cybersecurity in isolation from the wider bilateral relationship this
analysis necessarily will be artificial, focusing only on relative cyberpower (broadly defined). Mearsheimer defines a
hegemon as a “state that is so powerful that it dominates all the other states in the system.”[15] A state that is
substantially more powerful than other powers in the system is not a hegemon - a hegemon is the only great
power.[16] Mearsheimer concludes that it is virtually impossible for a state to become a global power because of the
difficulties in projecting power across the world’s oceans.[17]

However, the US arguably has hegemonic power in cyberspace, where geographic boundaries do not affect power
projection. The US, thanks to its role in the Internet’s creation and development, retains a huge amount of influence
over its operations and governance. Ten of the Internet’s 13 root servers are on US soil, and China, like many other
states, is still reliant on technology from American firms like Microsoft.[18] Secondly, the US is generally believed to
have the most significant cyber offensive capabilities in the world. While cyber capability is shrouded in secret, the
US is likely to have a good chance at dominating other great powers in cyberspace.

The question is then whether there are any other great powers in cyberspace. China has arguably risen as a cyber
power, though its (known) activities to date are computer-network exploitation for intelligence rather than attacks
causing disruption.[19] China sees cyber power as a cost effective, long range way to counter a superior adversary
in conflict.[20] China has also become increasingly influential in global policy debates on Internet governance issues,
as will be discussed below. However, the US has considerably more experience in managing complex network
operations and the Peoples’ Liberation Army faces sizeable challenges implementing cyber tactics.[21]

Cyberspace also is not a simple bipolar world. Russia, for instance, is widely considered to be one of the most
capable actors in cyberspace and is believed to have deployed offensive cyber capability in support of its wider
objectives (most recently shutting down a power grid in the Ukraine). Cyber capabilities also are proliferating widely,
in part because of low barriers to entry.[22] Cyberspace therefore can loosely be characterized as a multipolar
system.

In an unbalanced multipolar system, we should expect to see an ongoing security competition, based on calculations
of relative state power. The US will seek to check China’s activity to maintain its hegemony. China, as an aspiring
hegemon and revisionist power, will use force to alter the status quo if the benefits outweigh the costs.[23] The
polarity of the system will make states fearful and security competition is likely to be particularly acute in the cyber
context. The secrecy shrouding states’ cyber capabilities makes it difficult to measure relative capability, which will
increase suspicion.

A spiral of mistrust — should we expect the outbreak of cyberwar?

Relations between the US and China indeed have been marked by fear and mistrust. Growing concerns about
competitive advantage have exacerbated that mistrust, along with ongoing intelligence activities and political
rhetoric. China is suspicious that the US is using its dominance in cyberspace to undermine other states, which
suggests a sense of vulnerability, and US has a deep sense of unease about a rising China.[24] Offensive realism
suggests that how much states fear each other determines the severity of their security competition as well as the
likelihood that they will fight a war.[25]

As signaled above, states cannot accurately assess their relative cyberpower because offensive cyber capabilities
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tend to be highly classified. Fear has therefore driven both states to invest in offensive and defensive
capabilities.[26] There is also an incentive for both to misrepresent their strength, so the true balance of power is
unclear.[27] This may lead to a misperception of dominance, particularly when the effectiveness of ‘cyberweapons’
is poorly understood.[28]

However, a cyber conflict between the US and China is highly unlikely. Examples of attacks with destructive or
physical consequences are still very rare (although the number may be increasing). Since the late 1980s, there have
been 61 attacks conducted by states against during peacetime, and 24 during wartime.[29] Examples include
Russian attacks on Georgia in 2008 and the infamous Stuxnet attack on Iranian nuclear infrastructure (usually
attributed to the US and Israel).[30]

No state has ever declared a ‘cyberwar’.[31] This is partly because to develop sophisticated attacks like Stuxnet is
very difficult, requiring high levels of technical expertise.[32] Attribution is also notoriously difficult in cyberspace. It
is extremely tough to trace attacks and states may also use proxy or non-state actors, further confusing the
issue.[33] Until recently, the failure to develop an effective deterrence policy has been related to the difficulty in
attributing cyberattacks.

Nevertheless, the US has “reserve[d] the right to use all necessary means - diplomatic, informational, military, and
economic - as appropriate and consistent with applicable international law” to respond to hostile acts in
cyberspace.[34] China has not used ‘force’ against the US in cyberspace but it is clear that cyberattacks would
feature in any broader military clash. Difficulties arise in considering what constitutes a proportionate response to
low-level attacks like hacking or cybercrime. It is very unlikely that any incident of that nature could justify a
traditional military response.[35] To date, countermeasures have fallen well below the use of military force. The US
has instead relied on diplomatic and law enforcement tools: attribution, indictments, and the threat of sanctions.[36]

Cyber-enabled espionage — a constant, low level conflict?

Intense security competition between the US and China is much more evident when considering the issue of cyber-
enabled espionage. As a trading state, China has benefited from Internet connectivity, but it is still a net importer of
advanced technology.[37] To maintain high growth levels in an innovation-driven world, economic espionage is a
useful shortcut, and economic power is fungible.[38]

The US has consistently alleged that China is conducting economic espionage on a massive scale to support
Chinese firms. Good evidence exists to support this allegation. For instance, one study found that “96 percent of
recorded, state-affiliated attacks targeting businesses’ trade secrets and other intellectual property in 2012 could be
traced by to Chinese hackers.”[39] While each loss might be small, the net effect has been described as “the most
significant transfer of wealth in history.”[40] In response, China has consistently accused the US of hypocrisy,
supported by evidence in the Snowden disclosures of the extent to which the US had penetrated a range of Chinese
companies and networks.[41] Chinese officials point out that China is the largest victim of cyber attacks in the world,
many emanating from the US.[42]

In China’s view, the US has no “moral standing” to make accusations against China or define norms of appropriate
behaviour online.[43] Despite this, the US has attempted to draw a distinction between espionage for national
security purposes and economic espionage for the benefit of a states’ firms (such as China’s state-owned
enterprises). While China has historically refused to acknowledge this distinction, US policy has been calibrated both
to develop this norm and to raise the costs of Chinese activity.

Until recently, actions in cyberspace had been largely penalty-free. Over the last two years, the US has executed the
first steps in a new strategy to change the cost-benefit-risk calculus for its cyber adversaries.[44] In May 2014, the
Department of Justice indicted of five members of the Chinese Peoples’ Liberation Army (PLA) for hacking and
commercial espionage against major US companies.[45] Following the high-profile hack of Sony pictures in
December 2014, the US attributed the attack to North Korean actors - the first time that the US had publicly
attributed an attack on a US company to a foreign government.[46] Then, in April 2015, President Obama signed an
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executive order allowing the US to impose severe financial restrictions on individuals or entities who engage in or
benefit from cyber-enabled economic espionage.[47] In advance of President Xi Jinping'’s first state visit to the US in
2015, there were serious indications that the Obama administration might impose sanctions against China in a
second major volley on economic espionage.[48] Shortly before the visit, Obama described theft of intellectual
property and trade secrets as an “act of aggression” and a “core national security threat”.[49]

Despite previously refusing to accept the US distinction between ‘acceptable’ espionage for national security and
‘unacceptable’ economic espionage, President Xi reached a landmark agreement with President Obama in
September 2015. The two leaders agreed that “neither country’s government will conduct or knowingly support
cyber-enabled theft of intellectual property, including trade secrets or other confidential business information, with the
intent of providing competitive advantages to companies or commercial sectors.”[50][51] The agreement was an
unexpected reversal of the Chinese position.

Offensive realism suggests that China may have signed the agreement for two reasons. Threatened with sanctions,
China made a rational choice - the costs of cyber activity against the US were rising and it was in China’s interest to
agree. More pessimistically, China may also have signed with no intention of adhering to the agreement. Offensive
realism suggests that concerns about cheating will hinder cooperation, as states fear that the other side will cheat,
putting them at a disadvantage. [52] Subsequent evidence suggests that China is not complying with the
agreement. The Director of National Intelligence noted in February 2016 that “China continues to have success in
cyber espionage against the U.S. government, our allies, and U.S. companies.”[53]

Continuing Chinese activity suggests that the US has not succeeded in raising the real costs of economic espionage.
The costs of an indictment and the threat of sanctions are slight in comparison to the benefits China is reaping from
its economic espionage practices.[54] Cheating on a cyber agreement may also be simpler because deception is a
core part of network intrusions.[55] As long as the benefits to China outweigh the risks, there is no reason to stop.
For the US, it appears that more significant punishments may be too costly or escalatory to pursue.[56] Some of this
reluctance likely derives from concerns about damaging relations with a state with a major economic market.[57]

Internet governance and China as a revisionist power

As discussed earlier, part of what facilitates US hegemony in cyberspace is the economic gains it realises and its
influence on global Internet governance issues. To date, the US has set the terms for Internet governance[58] and
key organisations often are seen as “captive to US interests.”[59] The global Internet governance system is also
closely aligned with the US vision of “an open, interoperable, secure, and reliable” Internet that supports global
commerce, strengthens international security and fosters free expression and innovation.[60] Internet governance is
currently based on a multi-stakeholder model with states, civil society, technical experts and private companies all
working together. Internet governance currently tends to reinforce the US’ economic competitiveness, and works
indirectly to realize a US vision of a liberal, integrated world founded on an open internet.[61] The Internet is a
platform for expanding free market commerce and free speech, and for information and economic exchanges.[62]

In contrast, Chinese cyber foreign policy is premised on an interpretation of the United Nations (UN) system as
protecting absolute sovereignty, which stops other states from interfering in its domestic political affairs.[63] This
approach, along with a perception of excessive US influence, has shaped China’s proposals for Internet governance
reforms. Based on a principle of “Internet sovereignty”, China is promoting an agreement that states refrain from
interference of any kind with another state’s cyberspace, and a proposal that the Internet be run by a multilateral
international forum.

China’s proposed Internet governance reforms would bolster the role of governments in Internet governance. The US
and others fear that increasing governmental authority in cyberspace would legitimate authoritarian control, and
could result in the balkanisation of cyberspace along territorial lines.[64] The Internet governance debate reflects two
different visions for global political order. Offensive realism characterises the international order at any time as
largely resulting from the self-interested actions of the great powers.[65] Currently, that order reflects US interests,
while China’s recent diplomatic efforts comprise an effort to revise the system. China is perhaps “best seen as the
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most assertive and the most potent of a new of new powers that challenge the existing international order and the
American role in it.”[66]

The limitations of offensive realism

While offensive realism can help characterize the security competition between the US and China, it does not
adequately account for a range of related cybersecurity issues. One of the key challenges in considering
cybersecurity is that the concept encompasses a wide range of overlapping issues - not only security, but also
economic, political, social and cultural issues. As a result, more than one international relations theory is required to
help explain the entire US-China cybersecurity relationship. As a counterpoint to the offensive realist analysis above,
| shall briefly highlight how liberal theories can contribute.

Liberalism is very broad school of thought, but its contributions are likely to provide another valuable tool for
understanding relations in cyberspace, especially given its insistence that the economy matters as much as security.
China and the US are highly economically interdependent, so the trade elements of the relationship should not be
neglected. For example, there have been signs of declining interest in bilateral trade and investment in the
technology sector because of China’s new cybersecurity laws requiring companies to comply with contentious
policies such as installing backdoors in software.[67] Other key contributions include acknowledging the importance
of domestic political factors in determining states’ international behaviour and the role of institutions in establishing
rules for state behaviour.[68] | will briefly address each of these in the context of US-China relations.

The domestic landscape is ignored by neorealism but it is critical to understanding China’s Internet governance
policies. Increased Internet uptake in China (now around 618 million Internet users) provides a platform for
dissenting voices and challenges to the Chinese Communist Party regime’s legitimacy.[69] For China, control of the
Internet and flows of information through its extensive censorship regime is not a human rights violation, but a
necessary tool for political stability.[70] Risk of political interference and subversion means that China takes a highly
regulated approach to its domestic Internet (including the “Great Firewall).”[71] So while the US defines
cybersecurity in terms of technical threats, China includes ideological threats and the control of information
content.[72] China’s push to strengthen the role of states in controlling cyberspace cannot be understood without
considering its domestic concerns.[73]

Finally, offensive realism is very sceptical of the impact of norms and institutions on the international system - these
are seen as vehicles for the interests of the powerful. Cooperation also is limited because states do not seek mutual
security.[74] However, there are clear examples of cooperative activity, including through institutions, evident in the
US-China relationship. Both the US and China have a formal position that security in cyberspace can only be
achieved through international cooperation.[75] For instance, both states have been engaged in creating regional
cyber confidence-building measures in the ASEAN Regional Forum (ARF).[76] There has also been a concerted
effort by both the US and China to help develop norms of online behaviour, in particular through a UN Group of
Governmental Experts (GGE) process kicked off in 2010. Defensive realism can offer a more nuanced picture of
cooperation (if states are happy to live with the status quo), but liberalism, in particular neoliberal institutionalism, is
likely to have greater explanatory power in this context.

Conclusion

The overriding feature of cyberspace is its complexity. Cybersecurity policy incorporates a web of linked security,
economic and social issues. A focus on cyberspace therefore highlights both the deep economic interdependence
between China and the US, as well as the rivalry and lack of trust on security issues.[77] Offensive realism provides
a useful framework for considering the national security rivalry in cyberspace and illuminates the current security
competition. However, neorealism fails to capture the full range of issues that affect cybersecurity relations. Other
approaches will be required. Aspects of liberal theories can help explain factors such the impact of domestic
policies. The nature of engagement in cyberspace (and the construction of cyberspace itself) is also amenable to
constructivist analysis.
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Accordingly, to understand US-China cybersecurity relations in their entirety is likely to require an analytically eclectic
approach to international relations theory. An eclectic approach also is likely to be the most useful for policymakers
in both countries who are seeking to understand how state behaviour will be shaped by both the “incentives of the
anarchic structure of world politics, as well as the economic potential of interdependent networks”.[78]
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