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With the proliferation of Information and Communication Technologies (ICTs), cyber security has become both a
major source of concern for policy-makers and of great interest to scholars of international relations. From the
financial loss to businesses through cyber crime, the theft of classified government data, or the targeting of critical
infrastructure, cyber security poses a significant challenge to the economic and national security of countries globally.
Cyberspace is now considered the fifth domain of warfare after land, sea, air, and space (Economist 2010), and
traditional frameworks can help us understand this relatively new form of conflict.

Realism has long been a dominant paradigm in the international relations field and is based on a general set of
assumptions about international politics: that states are the most important actors, who operate as independent units
within an international system lacking centralised authority, and rationally pursue their self-interest to assure power
and security (Schmidt 2002, 9). The emerging cyber security field exhibits a resurgence of realist-influenced
perspectives with a focus on security and competition, the distribution of power, the advantage of offence over
defence, and the benefits of deterrence strategies, thus offering an opportunity to evaluate realism’s role in these
debates.

In this chapter, we appraise the utility of realism in explaining international cyber politics. We provide an overview of
realist theory and how it relates to cyber security before addressing a set of specific realist-influenced topics within
the current cyber security discourse. By evaluating the evidence surrounding each, we assess the relevance of
realism as a descriptive and prescriptive theory of state behaviour in the cyber domain. We argue that, although
realism can help in raising key issues in cyber security, overall the perspective lacks the ability to explain the
dynamics of cyber conflict.

Realism and Cyber Security

The realist tradition can be traced back to Thucydides’ analysis of the Peloponnesian war in the 5™ century B.C.
where he emphasised the amoral nature of international politics and the importance of power to political survival
(Vasquez 1995, 9-19). However, its articulation into a distinct theory of international relations can be attributed
largely to Hans Morgenthau (1948) who focused on the struggle for power between rationally-acting, self-interested
states.

Within neorealism, established in the 1970’s, there is a divide between defensive and offensive realism. Both agree
that survival is the state’s primary motive, but for defensive realists, most states are status quo powers that aim
towards a balance of power thereby maintaining a stable international system (Waltz 1979). Offensive realists, on the
other hand, argue that states aim to maximise their power to ensure their survival in an anarchical system
(Mearsheimer 2001). The most recent strand of realism, neoclassical realism, explains state behaviour not purely on
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structural factors, but also domestic level variables including the perceptions and misperceptions of decision makers
(Ripsman et al. 2016).

Realism has been challenged for its inability to explain state behaviour or offer productive policy guidance. For
example, several studies point to the lack of evidence that states act in accordance with balance of power logic, a
prominent hypothesis within the realist literature (Rosecrance and Stein 1993, 10, 17-21; Schroeder 1994). Its
contradictory predictions and lack of empirical progress leads Vasquez (1997) to condemn realism as a
‘degenerative’ rather than ‘progressive’ paradigm. Furthermore, statistical studies suggest the factors that realists
argue increase national security, such as military build-ups and alliances, are often counterproductive and increase
the likelihood of conflict (Senese and Vasquez 2008). Nevertheless, with its focus on security and conflict issues,
realism appears to be the natural go-to theory for elucidating pressing cyber security issues.

The study of cyber conflict is generally thought to have begun when Arquilla and Ronfeldt (1993) developed the
concepts of ‘cyberwar’ and ‘netwar’ and predicted a transformation of warfare in line with rapid advances in ICT. This
form of conflict takes place within cyberspace, an environment defined simply as ‘all of the computer networks in the
world and everything they connect and control’ (Clarke and Knake 2010, 70). Cyber conflict refers to ‘the use of
computational technologies in cyberspace for malevolent and/or destructive purposes in order to impact, change, or
modify diplomatic and military interactions between entities’ (Valeriano and Maness 2015, 32). It is these politically
motivated types of interactions that we focus on because they directly impact national security.

Cyber threats are today perceived as a top national security concern as governments warn against attacks against
vulnerable critical infrastructure. In 2012, for instance, the then US Defence Secretary warned of a cyber ‘Pearl
Harbor’ against the power grid or the financial system, both of which are reliant on computer networks for their
operation (Bumiller and Shanker 2012). According to a 2016 survey, 73 percent of Americans believed cyber
terrorism presented a ‘critical threat’ to the United States (McCarthy 2016). Some commentators such as Clarke and
Knake (2012) agree that cyberwar is a very real and pressing threat to national security, yet several scholars argue,
to the contrary, that the threat is exaggerated. Rid (2013) writes that cyber war does not represent true violence in the
Clausewitzian sense and is unlikely to in the future, while Valeriano and Maness (2015) demonstrate empirically the
rare incidence and low severity of cyber conflict between rival states. Others have used securitisation theory to
explain the heightened threat perception we currently witness (Cavelty 2008; Hansen and Nissenbaum 2009).

Realism is considered a useful framework by some for understanding cyberspace. As Reardon and Choucri (2012,
6) write: ‘realist theories of deterrence, crisis management, and conflict may be used to understand whether
cyberspace is stabilising or destabilising, whether cyber technologies will be a new source of conflict or of peace, and
whether states will engage in cyber arms racing.” The rest of this chapter considers specific realist-informed issues in
cyberspace and evaluates their relevance.

Anarchy and Security Competition in Cyberspace

Anarchy is the fundamental assumption underlying structural realist theories and refers to the lack of overarching
authority to police the international system which instils a sense of distrust among states (Waltz 1979). This forces
states to rely on self-help measures to achieve security or pursue their interests. For defensive realists, much of the
causes of conflict arise from the competition between security-seeking states. The security dilemma describes the
phenomenon whereby ‘many of the means by which a state tries to increase its security decrease the security of
others’ (Jervis 1978, 169). Actions such as military build-ups or alliance making are often perceived as threats by
other states who then take similar measures to enhance their own security; this process is often termed the spiral
model with each action forcing a reaction (Glaser 2004, 44). The spiral model is at the heart of traditional
conceptualisations of an escalating arms race which are said to cause rapid shifts in the balance of power, an
increase in international tension, and a greater risk of miscalculation and conflict (Richardson 1960; Vasquez 1993).

In many ways, anarchy and its effects describe cyberspace well. Liberal IR theorists argue that the dangerous effects

of anarchy can be ameliorated by global institutions which mediate interstate disputes and reduce uncertainty
through increased information (Russett and Oneal 2001, 163-4). However, the cyber domain lacks effective global
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institutional governance. Relevant organisations include the International Telecommunications Union (ITU) and the
Internet Corporation for Assigned Names and Numbers (ICANN), but their functions and competencies do not extend
to conflict management.

Media reports of a cyber arms race are frequent (Paletta et al. 2015; Corera 2015), and this increased militarisation
of cyberspace is evident through the creation of new military organisations, the drafting of cyber-military doctrines,
the increase in cyber security budgets, and the hiring of cyber ‘warriors’ (Craig and Valeriano 2016a). A more
secretive development is the suggested stockpiling of malicious code which can be used as weapons (Rid and
McBurney 2012). Furthermore, Craig and Valeriano (2016a) provide empirical evidence demonstrating a relationship
between build-ups in cyber capabilities and mutual perceptions of threat and competition between states in a select
number of cases.

Realism can help explain the source of cyber arms racing behaviour as a response to threat in an anarchic world.
Jervis (1978, 187-194) notes that the security dilemma is at its most intense when a build-up in offensive capabilities
is more cost-effective than a build-up in defensive capabilities. The security dilemma is also more severe when
offensive and defensive capabilities are indistinguishable. If so, states are unable to signal benign intentions and any
build up in capability will be seen as a potential threat (199-206). In cyberspace, capabilities are very difficult to
distinguish. For one, it is impossible to verify the offensive zero day exploits governments possess since they are, by
definition, unknown. Moreover, cyber military organisations like US Cyber Command tend to have both defensive and
offensive roles and if they are said to be increasing their budgets or personnel it is not obvious whether an offensive
or defensive investment is being made. This fuels uncertainty and competition between states as they seek security
in cyberspace.

For some realists, arms races increase the likelihood of war (Jervis 1978, 188; Van Evera 1998, 13), yet for others,
military build-ups are a necessary means of deterring a revisionist power (Glaser 2004). A critical question is
therefore whether security competition will escalate to actual conflict. Previous scholarship has demonstrated a
relationship between arms races and both militarised interstate disputes and war (Sample 1997; Gibler et al. 2005).
The concern here is whether cyber arms races will lead to a similar outcome. As Lord and Sharp (2011, 29) argue:
‘conflict in cyberspace is uniquely predisposed to escalation given uncertainties about what constitutes an act of war
and the growing number of state and non-state actors seeking offensive capabilities.’

The empirical record, however, suggests that although cyber conflict is becoming more frequent, this increase
correlates with low level disruption and espionage tactics rather than more destructive forms of cyber warfare
(Jensen, Maness, and Valeriano 2016, 17). Moreover, the data shows that cyber disputes are very unlikely to spill
over into the physical domains of warfare suggesting that, rather than escalation, the prevailing trend is one of
restraint (Valeriano and Maness 2016). Rather than live up to the predictions of the realist-informed spiral model,
states appear to avoid escalation into warfare and restraint appears to be the prevailing norm instead. It may be too
early to tell whether escalation may become a future trend, but thirty years of digital conflict demonstrate a
remarkable degree of self-restraint in that states have avoided outright destruction and violence in cyberspace.

Cyber Power

Power is central to realism because it can ensure the independence and survival of the state in a self-help
environment (Mearsheimer 2006, 79-81). As Morgenthau (1948, 13) claims: ‘whatever the ultimate aim of
international politics, power is always the immediate aim.” Realists often equate power to the state’s assets such as
the natural resources, industrial capacity, military strength, and population a state possesses (Morgenthau 1948,
80-108). The distribution of such capabilities among states is considered to have significant implications for stability
in the international system. For instance, a longstanding debate has been whether a multipolar, bipolar, or unipolar
power configuration creates a more peaceful world (Mearsheimer 2006, 78-80).

Cyber power is defined by Nye (2011, 123) as ‘the ability to obtain preferred outcomes through use of the

electronically interconnected information resources of the cyber domain’, and its potential to transform international
relations has become a prominent debate. Although there is no theory of cyber power within the realist literature,
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realism offers a framework to think about the distribution of power between actors and how this relates to conflict.

A core assumption of realism is that states are the most powerful and therefore most important actors in international
politics. The information revolution challenges the primacy of the state, however, due to the greater involvement of
non-state actors threatening traditional power dynamics (Eriksson and Giacomello 2006, 229). Non-state actors are
increasingly important in international relations as Nye’s (1990, 160) theory of power diffusion argues, and this is
especially true in the cyber domain in which individual criminals, organisations, and terrorist groups can take
advantage of the accessibility of the internet to threaten the dominance of the state, and where private firms play a
role, both as providers of security and as sources of vulnerability.

We should not overstate this issue though because states are still the most dominant actors when it comes to cyber
conflict. Non-state actors and terrorists do play a role, but their tactics have generally been ineffective or used as
cover for nation-states seeking to hide their actions (Valeriano and Maness 2015, 164-187). It appears that states
remain ultimately best placed to leverage the tools of cyber warfare with resources to invest in the manpower,
research and development, and education that are unlikely to be rivalled by non-state actors.

It is hypothesised that due to the relative low cost of entry into the cyber warfare domain, traditionally weaker states
challenge stronger states and reconfigure the power distribution in the system (Lango 2016, 12). For example, much
attention has been paid to North Korea’s training of thousands of hackers (Mulrine 2015), China’s Unit 61398,
accused of continual cyber espionage campaigns against the United States (Mandiant 2013), and the increasing
sophistication in Iran’s cyber warfare tactics (Aitel 2015). Traditional power dynamics are also undermined by the
paradoxical idea that the most technologically advanced countries are also the most dependent on digital
infrastructure and thus the most vulnerable to a crippling cyber-attack (Kolet 2001, 282). On the other hand, Lindsay
(2013) argues that only the technological superpowers possess the ability to develop the most sophisticated cyber
weaponry which suggests the cyber domain’s asymmetric nature may be overstated.

Realism also raises the question of whether cyber capabilities give states’ coercive power, referring to the capacity to
induce compellence to one’s will through inflicting or threatening damage upon an enemy (Schelling 1966, 1-34).
There are serious doubts about the efficacy of cyber coercion, however, since the technology lacks the
destructiveness of conventional military operations and is less likely to be taken seriously by the target state. Gartzke
(2013, 2) highlights the limitations of internet-based warfare writing that: ‘It is one thing for an opponent to idle a
country’s infrastructure, communications or military capabilities. It is quite another to ensure that the damage inflicted
translates into a lasting shift in the balance of national capabilities or resolve.” He suggests that cyber weapons can
only be effective when used simultaneously with conventional military operations. This argument has found empirical
support in a statistical study on the effectiveness of different cyber offensive methods. Jensen, Valeriano, and
Maness (2016) analyse data on cyber incidents between rival states and find that coercive cyber actions aimed at
changing the behaviour of the target are generally ineffective compared with smaller scale disruption or espionage.
These findings suggest that traditional notions of power and war do not necessarily translate well to the cyber
domain, and that cyber power is not transformative of international politics.

The Cyber Offensive

The idea that attacking is cheaper, easier, more effective, and therefore a more prevalent strategy than defending
features prominently in the cyber security discourse (Lieber 2014). This is based on the offense-defence balance
theory which is used by defensive realists to explain why status quo powers are sometimes incentivised to go to war,
postulating that when the prevailing military technology favours offensive over defensive operations, the prospects for
interstate conflict increase (Quester 1977, Jervis 1978, Lynn-Jones 1995, Van Evera 1998). The offense is dominant
in the international system, as Jervis (1978, 187) explains, when ‘it is easier to destroy the other’s army and take its
territory than it is to defend one’s own’, and defence is dominant when ‘it is easier to protect and to hold than it is to
move forward, destroy, and take.’

When the advantage lies with the attackers, status quo powers are given strong incentives to increase their offensive
capabilities and seek expansion or else risk being attacked themselves (Jervis 1978, 187-194). Technological
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factors are considered to shape the offense-defence balance in various ways. For instance, mobility enhancing
technologies are said to favour the attackers, whereas technologies that increase firepower make defending more
effective (Glaser and Kaufmann 1998). The theory has been used to explain the onset or absence of war in history,
such as World War |, where the revolution in small arms and artillery created a widespread, albeit mistaken, belief
among European leaders in the ‘cult of the offensive’ that encouraged them to launch pre-emptive wars or risk being
attacked themselves. In reality, technology heavily favoured the defence as trench warfare demonstrated (Van Evera
1984). The theory has been thoroughly criticised, however, for its flawed logic and lack of parsimony (Davis, Finel,
and Goddard 1998). More critically, Gortzak et al. (2005) demonstrate the theory’s lack of empirical support as an
explanation for interstate conflict. They find that neither the actual nor perceived offense-defence balance is a
statistically significant predictor of war or militarised interstate disputes, thus challenging the entire enterprise.

Despite the challenges, the theory has found a resurgent popularity in the cyber security debate. The cyber offense is
widely assumed to be more effective than defence due to its relative ease and cheapness, the potential damage it
could inflict on society, its instantaneous nature, and because attacks need only target a single vulnerability to
succeed, whereas defence involves securing entire networks and patching vulnerabilities that the defender is
unaware of before they have been exploited (Lieber 2014, 100-3). Libicki (2009, 32) claims that offensive capabilities
are a more cost-effective investment in that ‘another dollar’s worth of offense requires far more than another dollar’s
worth of defence to restore prior levels of security’. Going further, Saltzman (2013, 43-4) reconceptualises the
offense-defence theory to fit the non-territorial nature of cyber technologies with ‘versatility’ and ‘byte-power’
replacing mobility and firepower as the key determinants of the offense dominance of cyberspace.

There are two important reasons to argue that these claims are overstated. Real-world cases can help demonstrate
that, first, the utilisation of cyber weapons is not as easy or cheap as is often assumed, therefore casting doubt on
one of the main determinants of the offense-defence balance, and second, that the utility of cyber weapons as a
coercive tool of warfare is likely overstated, suggesting that offensive cyber operations are not necessarily
advantageous.

Rather than being an easy operation, the ‘Stuxnet’ virus, that was developed and implemented by the United States
and Israel and discovered in the networks of an Iranian nuclear power facility in 2010, was, according to experts, a
complex operation that took several years to develop, costing as much as $300 million, and which likely required a
human operative (Valeriano and Maness 2015, 151). The incident, which had intended to hold back Iran’s
enrichment of nuclear material, destroyed one fifth of the facility’s centrifuges (Sanger 2012, 205). However, the rate
of enrichment actually increased during this episode, highlighting the limited impact of even the most advanced of
offensive cyber actions (Lindsay 2013, 391).

Similar conclusions can be drawn from the December 2015 hack of the Ukrainian power grid which caused a
blackout for over 230,000 residents in Western Ukraine. The incident involved Russian hackers disabling power
supplies and launching a telephone denial of service attack against customer service call centres to prevent
responses to the outages. Far from being an easy operation, the logistics and months of preparation involved were
considered ‘highly sophisticated’ (Zetter 2016). The attack was also clearly limited in its impact on the target in that
power was quickly restored, due to a manual override system. These prominent incidents suggest that offensive
cyber operations are neither cheap, easy, nor effective in achieving strategic victory.

In line with the predictions made by the offense-defence balance hypothesis, even if we grant that the cyber domain
is offense dominant, or at least perceived to be, then it begs the question of why we haven’t witnessed a greater
incidence of cyber conflict. The empirical record shows, to the contrary, that between 2001 and 2011, only 20 out of
126 rival pairs of states engaged in cyber conflict which has mostly occurred at low levels of severity (Valeriano and
Maness 2014, 1). The usage of cyber weapons, therefore, does not appear to be determined by the supposed
offensive nature of cyber technology. Given current realities, the offense-defence balance theory is unlikely to be
useful in predicting cyber conflict. What is more dangerous is if policy makers shape their policies around
assumptions of offense-dominance, build-up offensive capabilities, and risk destabilising the cyber domain.

Cyber Deterrence
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For realists, the acquisition of military capabilities is key to deterring aggression from other states and maintaining
national security (Morgenthau 1947, 14). Deterrence aims at discouraging attacks through a demonstration of one’s
military capacity and willingness to respond in kind. Deterrence theory rose to prominence during the Cold War
because of the threat of mutually assured destruction from nuclear weapons, and realists figure prominently in the
debate arguing that nuclear weapons have a stabilising effect on international relations (Waltz 1990; Mearsheimer
1990, 19-20). Deterrence logic now appears to be influencing cyber policy. For example, in its national cyber security
strategy, the US government policy is aimed at ‘convincing a potential adversary that it will suffer unacceptable costs
if it conducts an attack on the United States’ (Department of Defense 2015), and the UK government, too, has
spoken explicitly about the need to respond to cyber incidents with offensive actions (Elgot 2016).

Although it may seem an attractive option because of the perceived difficulty of defence as discussed earlier, there
are several issues that undermine cyber deterrence. First, a state’s ability to retaliate is not physically demonstrable
due to the virtual nature of cyber weapons and the secrecy states maintain over them. Second, unlike nuclear
weapons, cyber weapons do not have the same destructive capacity and so, to have a sufficient deterrent effect,
would have to be used repeatedly and to great effect. This is difficult, however, because each cyber weapon is
designed for a specific vulnerability which could be subsequently patched. Third, attributing the source of cyber
incidents can be difficult and perpetrators often deny involvement. In such cases, therefore, a state cannot be certain
of whom to respond against (Libicki 2009, 39-73). These arguments suggest that deterring aggression through cyber
means is an unworkable policy in practice.

Considering the difficulties of deterrence when restricted to the cyber domain, moving towards a more inclusive idea
of cross domain deterrence may offer a way forward (Gartzke and Lindsay 2014). It is also a concerning point that,
while appreciating the inherent difficulties in protecting networks, governments may not be prioritising defensive
measures (Rid 2013, 173; McGraw 2013, 110; Craig and Valeriano 2016b). Critical infrastructure often remains
undefended, or reliant on older technology. It has been reported, for instance, that the Department of Homeland
Security’s EINSTEIN intrusion detection system has failed to detect 94% of the most common types of vulnerabilities
(Sternstein 2016). Deterrence as a theory depends on the ability of the target state to survive a first strike, and this
nuance is lost in discussions of cyber deterrence.

Another concern is the lack of discussion of the sources of discontent between entities that would lead to conflict in
the first place. Given that much cyber conflict takes place between historically rival states (Valeriano and Maness
2014), often over territorial issues, perhaps working towards the settlement of outstanding issues of contention
between actors ought to be given greater priority over nebulous and indemonstrable threats of retaliation.

Conclusion

As a theory mostly concerned with issues of national security and power, realism would appear to be the instinctive
international relations perspective for understanding cyber conflict. Our analysis suggests that realism does remain a
relevant framework for identifying important security-related issues in the cyber domain and can sometimes provide
useful insights about some enduring characteristics of international relations. However, realist theories about conflict
often fall substantially short in explaining the unique dynamics of cyber conflict.

In many ways, the cyber domain resembles a realist world with its anarchical nature and lack of institutional
governance where states fear one another and develop their capabilities in response. Yet, it is unclear whether cyber
arms races are likely to escalate into cyber conflict. Realism also raises interesting questions about cyber power,
about who possesses it, and how it relates to international stability. In terms of whether cyber power will transform
traditional power dynamics, the evidence suggests this is not the case. The trend we have seen thus far has been
restrained from full-blown cyber war in favour of less destructive forms of cyber interactions.

The offense-defence balance is the clearest example of a realist theory being used to explain the cyber domain, but it
appears empirically inaccurate in its assumptions about the cyber domain and its predictions about cyber conflict.
Real-world cases of cyber conflict suggest the offense is not as easy as is often assumed and the fact that we have
not seen much cyber conflict suggest the theory is misplaced. Importing the notion of deterrence from the nuclear era
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is furthermore ill-judged and makes little sense in the context of the reality of cyber weapons.

Prudence, a foundation of classical realism, may offer the most viable policy advice. As Machiavelli notes, the Prince
‘should proceed moderately and with prudence and humanity, so that an excess of confidence may not make him
incautious’ (Vasquez 1995, 17). Due to the uncertainty surrounding the use of cyber technology as an offensive
weapon, states should proceed with caution in the cyber domain and focus on creating resilient defences. Indeed, by
refraining from outright cyber war, many states have so far remained rather prudent in their behaviour in cyberspace
and this is an outcome that realist theorists would find appealing and an area for further theoretical elaboration.

Given the issues raised here, we encourage the development of new theories based on empirical observation or the
deductive logics of the cyber domain rather than automatically falling back on realist theories that were developed to
explain kinetic forms of warfare. With further empirical research, we can gain more precise understandings of key
issues such as the impact of cyber arms races on interstate relations, the distribution of cyber capabilities among
state and non-state actors, and the reasons for restraint despite the intense security competition and perceptions of
an offensive advantage. More precise answers to these questions can help us formulate better policy guidance for
governments.
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