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The strategic utility of covert action has traditionally been grounded in its ability to cause effects in a
plausibly deniable manner (Duffield 2024, 4). However, recent transformations in the media and
information environments have sparked a ‘crisis of secrecy’ with far-reaching implications for covert
operations (Aldrich and Richterova 2018, 1003). Western governments’ ascription of a wide range of
attacks to the Russian state since 2014, for instance, exemplify the growing implausibility of denial.
Intelligence scholars have attributed this heightened risk of exposure to a variety of factors, the
principal one being changes in the information landscape which have enabled investigative journalists
to expose foreign interference, occasionally even rivalling domestic intelligence agencies in their
attribution efforts (Cormac 2017, 170). Some have concluded that the decline of plausible deniability
will nullify the benefits of covert activity (Cormac and Aldrich 2018, 493). Drawing on examples of
suspected and confirmed Russian covert operations since the annexation of Crimea, this essay will
argue that denial has largely become implausible due to credible attribution by non-state intelligence
professionals using publicly available analytical technologies. It will further argue that the
deterioration of secrecy in this domain has created new avenues for Russia to conduct operations below

the threshold of armed conflict with NATO while cultivating an image of impunity.

The first section of the essay will explore how the proliferation of open-source and forensic
investigation techniques has led to significant advances in the attribution and monitoring of Russian
covert operations in Western Europe, particularly those undertaken as part of the Kremlin’s alleged
‘hybrid war’ against NATO. These attribution efforts are supported by globalised information flows,
which facilitate greater interaction between independent media organisations and broader civil society.
The second section will discuss how Russia has embraced implausible deniability. It will show that
while sophisticated attribution efforts have significantly enhanced NATO’s collective response to
hybrid warfare, the Kremlin has countered this by exploiting the strategic ambiguity generated by
unacknowledged yet identifiable kinetic operations. As the essay will demonstrate, this dynamic has

both positive and negative implications for the international security environment.

Covert action refers to any policy in support of national interests abroad that a state undertakes while
keeping its involvement concealed (Daughtery 2004, 13). Aldrich and Cormac (2018, 482) note the

crucial distinction between plausibly deniable action, referring to operations that are neither apparent



nor acknowledged, and implausibly deniable action, referring to ones that are apparent but not
acknowledged. A key element of covert operations is that they allow governments to achieve results
“by methods short of war” (Mitrovich 2021, 391). This is reflected in the growing scholarship on
hybrid war, a concept developed by the US military to describe the combination of political and
military threats to achieve greater effects (Galeotti 2016, 286). Russia, whose integrated use of military
and non-military means can be traced back to the Soviet doctrine of active measures, is now widely
understood to be waging an aggressive hybrid warfare campaign against NATO member states (Bilal
2024; Richardson 2024). This essay will therefore focus on Russian covert action aimed at
weaponising strategic ambiguity and sowing discord in Western societies, most notably through

physical sabotage, assassinations, and disinformation operations.

Western media organisations and digital investigation techniques

The main challenge to plausible deniability in covert action arises from the proliferation of open-source
intelligence (OSINT) tools and concurrent emergence of non-state actors capable of producing and
disseminating intelligence. Public, widespread access to big data analytics and open source
methodologies has made contemporary counterintelligence functions significantly more effective
(Lord 2015, 668). While this work is primarily associated with the intelligence services, public media
organisations can also assume counterintelligence-like functions, as evidenced by the award-winning
investigations undertaken by groups like Bellingcat and Der Standard (Huppertz et al. 2024). The
ability to conduct operations in secret, which has diminished in the information age, is further
compromised by the increasingly skilled public sector application of investigative methods to detect
and expose state interference (Cormac and Aldrich 2018, 486). In this manner, the ability to produce
and disseminate intelligence has effectively been extended to civil society. Bellingcat’s report on the
2018 Salisbury poisonings stands out as a seminal example of a journalistic organisation applying
OSINT and forensic-like methods to expose foul play by a foreign intelligence service (Bellingcat
Investigation Team 2018). Reporters used leaked Russian government databases containing passport
registration data to identify anomalies in the suspects” documents. More importantly, the organisation
found that the GRU had been furnishing operatives with consecutively numbered passports for nearly
a decade (Riehle 2024, 871). Revelations like this one enhance attribution and inform future detection
and monitoring efforts, as will be shown further in the essay. The multiplication of potential sources
of exposure means that plausible deniability is significantly harder to achieve and maintain for

intelligence services.



The proliferation of investigative technologies is compounded by the unprecedented level of
interconnectivity between members of the public. The globalised nature of Western society in
particular means that citizens are politically conscious and can communicate easily with each other,
reporters, and government personnel (Joseph and Poznansky 2017, 321). This means that individuals
in a state targeted by a covert action can witness the event unfolding and collect digital evidence in
real time. This makes it very challenging for states to successfully achieve plausible deniability. To
illustrate, during the 2014 intervention in Eastern Ukraine, photos taken on personal smartphones and
shared on social media provided incontrovertible proof that Russian troops had been deployed in the
region (Szoldra 2014). Thus, any individual with a cell phone can potentially expose an act of foreign
interference. When thousands of pieces of evidence of the same event are put together, this can trigger

a global response against the state conducting the operation.

Non-state intelligence producers such as investigative reporters rely extensively on evidence gathered
from Information and Communication Technology (ICTs) within a target state. Poznansky (2022, 524)
found that decisionmakers are highly aware of the exposure risks posed by ICTs, and are consequently
more cautious when authorising a covert action in a society with dense ICT networks. Cover identities
of intelligence operatives are particularly vulnerable. Significant advancements in data analytics have
made it possible to aggregate and process vast sums of information on a given individual’s ‘digital
exhaust,” which refers to the residual traces left behind by a person’s digital activity (Lord 2015, 669).
Digitalisation renders anonymity increasingly elusive. This creates particular challenges for
intelligence professionals charged with conducting covert operations. To remain undetected,
operatives must now work twice as hard to conceal their actions in both the analogue and digital
spheres. The emergence of other technologies tying an individual’s biological attributes to their
identity, such as facial and fingerprint scanners and biometric data, further complicates “the long-term
defensibility of cover aliases” (Cunliffe 2021, 7). The emergence and proliferation of these
technologies, paired with the risk of exposure from OSINT-enabled reporting, have the effect of calling

into question the longevity of plausible deniability.

The Russian state appears highly attuned to the risks posed by these technologies. According to
Watling, Danylyuk and Reynolds (2024, 9), the GRU recently identified three major vulnerabilities in
its ability to organise unconventional operations; the main one constitutes intelligence personnel’s
“vulnerability to identification through modern analytical techniques,” such as geolocation of mobile
phones using advertising data. It is easy to understand the Russian intelligence agencies’ growing

concern about the unmasking of its operatives in Europe. In the past ten years, a number of high-profile



sabotage cases have been attributed to GRU’s Unit 29155, including destabilisation operations in
Moldova (2015) and a failed coup attempt in Montenegro (2016), to name just a few (Hamilton 2024).
Bellingcat investigators, for instance, used open-source information to track the communications and
movements of members of the military unit (Adami 2022). Their work has been instrumental in
identifying patterns and vulnerabilities in the unit’s operational procedures, such as the aforementioned
consecutive number series in the cover passports of the two operatives responsible for the Salisbury
poisonings. By looking for similar patterns in other suspected cases of politically motivated
assassinations, reporters succeeded in tracing several international operations back to GRU (Bellingcat
Investigation Team 2019b). In this manner, media organisations’ attribution of covert actions can
create a domino effect. The revelation of certain vulnerabilities in an adversary’s procedures can help
unravel the wider picture. This improves Western decisionmakers’ understanding of broader Russian
strategic aims. The findings from Bellingcat’s investigations were key to prompting European
governments to acknowledge Russia’s resort to hybrid war tactics in the aftermath of the Crimean

annexation (Pancevski 2024).

In addition to enhancing public attribution and facilitating linkages between superficially unrelated
attacks, journalistic organisations’ deployment of open source and forensic investigative methods
supports the sustained monitoring of Russian covert activities. To illustrate, the Dutch investigative
outlet Follow the Money has uncovered and disseminated vital insights on Russia’s sophisticated
scheme to evade the Western sanctions put in place after its 2022 invasion of Ukraine (OCCRP 2025).
The investigation, which is ongoing, brings together 40 journalists from 13 different newsrooms all
around the world (Henley 2025). Reporters sift through minute discrepancies in digital maritime
databases to trace Russia’s acquisition and recirculation of oil tankers (Follow the Money 2025).
Similarly, a joint investigation by Politico and SourceMaterial used satellite imagery and shipping data
to uncover the exact points where vessels illegally carrying Russian oil stopped along major trade

routes to discharge (SourceMaterial and Politico 2024).

These investigative enterprises, undertaken by independent Western media, display the strategic
dividends yielded by global communication flows. The interconnectedness of journalists across the
world facilitates cooperation, making the difficult task of monitoring Russia’s vast sanctions evasion
efforts comparatively more manageable. Moreover, these research projects and the collective response
that their revelations elicit from civil society ultimately foster a sense of unity in the face of Russian

aggression. Public attribution of covert operations, particularly those involving violent sabotage,



assassination, or economic warfare, serves a strategic purpose by furthering the narrative that NATO

members must work together to resist the Kremlin’s intimidation tactics.

The rampant use of open-source tools and information to attribute covert activity is further
demonstrated by reporting on Russian sabotage of critical infrastructure at sea. In April 2023, a team
of journalists from Finland, Denmark, Sweden and Norway revealed the existence of a large-scale
programme run by Moscow “to systematically map critical infrastructure and its vulnerabilities” in the
Baltic and North Seas (Schaller 2024, 204). Although the Kremlin’s current efforts primarily consist
of espionage and non-kinetic operations, they are intended to set the stage for future acts of sabotage
(Schaller 2024, 202). The documentary produced by these journalists, who used oceanographic
databases to track the movements of Russian vessels, represents a prime example of ICT-enabled

investigations threatening the Kremlin’s plausible deniability.

Despite Russian officials’ assertions that the ships were there for research, the reporters identified
dangerous and sustained patterns of GPS manipulation, suggesting that the vessels were taking
measures to keep their locations secret (Camut 2023; Connolly 2023). This reflects the level of scrutiny
achieved by journalistic OSINT producers. Their work challenges Moscow’s counter-claims and
deceptive narratives by amassing overwhelming evidence of foul play, thereby undermining the
Russian state’s ability to plausibly deny involvement. Moreover, their findings corroborate disclosures
from several Nordic governments warning of increased Russian sabotage activity around critical
infrastructure in the North Sea (NATO News 2025). This illustrates how information issued by both
civilian intelligence professionals and state intelligence agencies can have mutually reinforcing effects,
which in turn can be highly advantageous to lend credibility to attribution efforts. As the next section
will discuss, this is particularly significant in today’s contested information environment and in the

context of Russia’s increasing weaponisation of strategic ambiguity to conduct operations short of war.

Russian hybrid warfare and strategic ambiguity

The previous section established how advances in ICTs, particularly open-source and forensic
investigation techniques, have empowered Western media organisations in their efforts to credibly
attribute covert operations to the Russian state. The essay will now discuss how the decline of plausible
deniability has affected Russia’s sabotage enterprise against the West. Plausible deniability’s existence
on a continuum presents opportunities for states to operate in a space of ambiguity. Cormac and

Aldrich (2018, 482) advance the notion that “covert action is less about plausible deniability and more



about non-acknowledged intervention as performance.” This idea is reinforced by Russia’s strategic
use of ambiguous yet ultimately recognisable activities to undermine NATO. A notable example of
this is Putin’s insistence that the ‘little green men’ in Crimea were local self-defence units when they
were in fact Russian soldiers deployed there to support the annexation of the region (Long 2024, 490).
The Kremlin’s disavowal, while thoroughly unconvincing in the eyes of the international community,
served to prevent a military confrontation with NATO. This was followed by a public admission from
Putin that the soldiers were Russian just one year later (Walker 2015). This episode illustrates the
porous nature of deniability in contemporary military affairs. Whereas states have historically
attempted to keep their involvement in covert action secret, Russia’s recent behaviour suggests a

willingness to be caught in a lie.

There is evidence to suggest that the decline of plausible deniability in recent years reflects an
acknowledgement that unveiled covert operations yield important strategic advantages. Riehle (2024,
864) makes the argument that Russian actions display a shocking indifference to international opinion.
The example of the secret services’ shift to a ‘gig economy’ approach to sabotage, which consists of
hiring amateurs to conduct low-level attacks in Western countries, corroborates this apparent downturn
in Russian tradecraft (Richterova et al. 2024b). The Kremlin’s resort to rudimentary sabotage practices
has widened the scope of its operations across Europe at the expense of plausible deniability. This is
not to say that efforts to conceal state involvement have ceased entirely. The ostensible lack of effort
put into low-level sabotage operations is counter-balanced by the sophistication of many other covert
activities, such as the 2021 SolarWinds computer intrusion, which took months to detect (Riehle 2024,
872). Deniability still appears to be a hallmark of Russian covert action (Richterova et al. 2024a).
However, the Kremlin seems to have found a way to leverage exposure into new avenues for projecting
influence. When actions go unattributed, they sow confusion in the target states. When they are traced
back to their orchestrator, they reinforce the image of Moscow as a powerful force to be reckoned

with.

The notion of non-acknowledged intervention as performance is not new; rather, it reflects the potential
of implausibly deniable operations for states seeking to engage in aggressive posturing. By keeping
operations short of war and refusing to deny or confirm involvement, a state can create an atmosphere
of ambiguity whereby international actors do not know “whether a state of war exists — and if it does,
who is a combatant and who is not” (Cormac and Aldrich 2018, 490). This is significant because it
reduces the ability of target states to respond to attacks. Societies may experience widespread

confusion as they begin to suspect every disruption of concealing foreign interference, ultimately



allowing fear to take hold (Cormac and Aldrich 2018, 491). In July 2024, European investigative
reporters uncovered SVR documents containing instructions for an ‘information warfare’ operation

M

aimed at “amplifying emotions like ‘fear’, ‘panic’, and horror’” amongst populations in NATO
member states (Long 2024, 89). Discoveries like this one reveal the extent of Russia’s use of sabotage
and other kinetic operations to instil panic in its adversaries. While plausible deniability is maintained
as often as possible, the unprecedented scale of the country’s sabotage enterprise works to its
advantage. All operations whose secrecy is compromised regain strategic value as part of Russia’s

broader campaign of intimidation. Thus, even ‘failed’ covert actions can be repurposed.

This phenomenon is exacerbated by the pluralistic character of the Western media landscape. Christo
Grozev, former lead investigator for Bellingcat, noted that a major challenge with today’s information
environment is countering misinformation from official sources. He argues that at the onset of the War
in Ukraine, European coverage of the conflict fell into the trap of false equivalence, reporting claims
from Russian sources and unintentionally furthering the Kremlin’s narrative that the war was a
response to aggressive NATO expansion (Adami 2022). This information environment rife with claims
and counterclaims creates major dilemmas for both journalists and governments. It exacerbates the
threat posed by covert action, since both over and under exaggerating a foreign actor’s level of
involvement can have detrimental consequences for the target state. Underreporting on such cases risks
fuelling narratives that are sympathetic to Moscow, while overreporting on them sends the message

that the Kremlin can strike at Western countries with impunity.

Implausibly deniable actions can also serve a performative function by communicating resolve. Some
scholars have pointed out the ability of such operations to convey messages about intentions that will
be picked up by domestic intelligence services and shared with leaders (Cormac and Aldrich 2018,
488). A mirror process occurs when investigative organisations pick up on foreign interference and
relay it to the wider public. In addition to communicating intent directly to leaders, covert operations
can send a powerful message to a foreign electorate through the intermediary of reputable media
outlets. Russia’s actions, including the purported lack of effort in concealing some of its lower-level
sabotage attempts, make sense from a narratological perspective. Duffield (2024, 4) explains that for
actors seeking to influence the narrative, barely plausible deniability can present more advantages for
covert action than true secrecy. Russia is visibly trying to gain the upper hand in this domain, as
evidenced by its deployment of influence and kinetic operations to question the credibility and
legitimacy of Western leaders, leveraging accusations of fascist or authoritarian rhetoric to erode trust

in democratic institutions (Karlsen 2019, 6). These tactics represent Moscow’s embrace of implausible



deniability to achieve effects, in this case to advance a dangerous narrative aimed at delegitimising
Western politicians and institutions while presenting itself as the victim of NATO belittlement. In the
long term, Russia is likely to continue expanding its influence through the weaponisation of ambiguity
in the international security environment, as this allows it to communicate resolve and impunity

without engaging in a direct military confrontation with NATO.

Conclusion

This essay has argued that the rise of open-source intelligence and digital forensics has been
accompanied by the diminution of secrecy, most notably in the realm of covert action. As demonstrated
through the examples of Western reporting on a wide range of assassination attempts, disinformation
campaigns, and sabotage operations across Western Europe since 2014, media organisations equipped
with ICT-powered investigative tools play a pivotal role in exposing Russian covert activities. The
decline of plausible deniability, however, has not rendered covert action obsolete. Rather, the Russian
intelligence agencies have adapted to this new strategic environment, embracing a posture that enables
them to operate in the ambiguous grey space between denial and acknowledgment. This state of quasi-
secrecy supports Moscow’s efforts to reshape the narrative in Western societies, communicating
resolve and feeding into feelings of confusion and fear to achieve effects aligned with its foreign policy
interests. Thus, the crisis of secrecy marks a transformation in how states exploit exposure as a form
of influence. Although Russia’s hybrid war has made the international security environment more
dangerous, Western attribution efforts have yielded remarkable results, highlighting the value of

decisive, coordinated responses in addressing unconventional threats.
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